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CHAPTER 15
System Security

(58 Questions)

When we can say that the system is secure?

What is the difference between Threat and Attack?
Which one is easier to protect, Accidental or malicious?
What are the Security Violation Categories?

What are the methods of standard Security Attacks?

Is it possible to have absolute security?

What are the four levels of security measures that are necessary for system protection?
What are the common methods by which programs cause security breaches (Programs Threats)?
What are Trojan horse properties?

What are Trap Door properties?

What is a Logic Bomb?

What are Stack and Buffer Overflow properties?

What are Viruses properties?

What is Virus Dropper?

What are the types of Viruses?

How Keystroke logger is work?

Why is Windows the target for most attacks?

Are Network threats harder to detect and prevent? Why?
What are the types of System and Network Threats?
What is a Worm?

How Internet Worm is work?

What is Port Scanning and how is it typically launched?
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What are Port Scanning properties?

What are Denial of Service Properties?

Where broadcast security tool available?

Can we trust the source and destination of messages on network without cryptography?
What does Cryptography mean?

What are the uses of Encryption?

What are the components that an encryption algorithm consist of?
What is the difference between Symmetric and Asymmetric encryption?
What is the difference between Public and Private Key?

What is based on Symmetric and Asymmetric Cryptography?
What is the difference between Encryption and Authentication?
What are the features of authentication?

How many types of Authentication Algorithm?

Why Authentication if a subset of encryption?

What is Key Distribution?

What are Digital Certificates?

What is SSL?

What SSL used for?

What Asymmetric cryptography used to?

What is a User authentication?

How establishes User identity?

How to keep passwords as a secret?

Does encrypting passwords solve the exposure problem?

What is Passwords? What its features?

What is One-time passwords?

What is Biometric?
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What is Multi-factor authentication?

What is Defense in Depth?

What is Security Policy doing?

What is Vulnerability Assessment?

What is Intrusion detection endeavors?

What is a Network Firewall?

What is the difference between Tunneled and spoofed?
What is a Personal Firewall?

What is an Application Proxy Firewall?

What is a System-call Firewall?

End of Questions.
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